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1.  Introduction 

Redscan’s Security Operations Centre (SOC) works in conjunction with our Offensive team to 

provide our customers with a weekly update on the latest Threat Intelligence. 

Redscan leverages multiple third-party Threat Intelligence Feeds, Redscan analysts’ research, 

news and our Offensive team’s latest tactics, techniques and procedures (TTPs) for this report. 

If you have any queries regarding this document, please feel free to raise a Service Request in 

CyberOps to discuss or contact your Account Manager or Technical Account Manager.  

2.  Weekly Threat Intelligence 

[UPDATE] APTs and Criminal Groups Target Exchange Servers 

with 0-day exploits  

Exploitation potential: Exploited in the wild 

Mitigation: Patch all on-premises Microsoft Exchange servers 

Action: Patch Immediately 

 

ADVANCE PERSISTENT THREATs (APTS)  

Multiple APT groups have been exploiting these vulnerabilities, with evidence from ESET and our 

own investigations suggesting that extensive activity began on the 28th of February.  

ESET have identified the following threat actors linked with the People’s Republic of China: 

• Tick (aka BRONZE BUTLER) 

• LuckyMouse (aka Emissary Panda, APT27) 

• Calypso 

• The Winnti Group (responsible for many supply-chain attacks to conduct espionage) 

• Tonto Team (aka Karma Panda, CactusPete) 

• Mikroceen APT Group (aka Vicious Panda) 
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So far attacks attributed to APT groups have been fairly static, where the APT would gather system 

information, gather credentials and exfiltrate email data. It is currently suspected that once the 

threat actor has used the webshell to gain initial access, they are installing other persistence and 

remote access mechanisms. 

MASS EXPLOITATION 

Mass exploitation for the vulnerabilities began the same day they were announced by Microsoft. 

Redscan observed multiple exploit attempts and scanning activity from the 3rd of March onwards, 

and we have evidence of attackers redeploying webshells on devices that had offending files 

removed but were not patched, suggesting a highly automated nature to the threat actors attack 

methodology.  

The graph below from ESET demonstrates the number of webshells they were detecting over the 

last week. Evidently mass exploitation by actors that can achieve remote code execution is 

extremely high, with some estimates suggesting 30,000 organisations have been impacted by 

these threat actors.   

 

Source: ESET 

Many of these webshells are of the China Chopper variant, a widely used webshell that has been in 

circulation for years. This makes attribution of these attacks difficult, as any threat actor could 

obtain the code for this webshell to use in their attacks.  

 

DEARCRY  

A new human-operated ransomware strain is now actively attacking compromised Exchange 

servers. DearCry began its operations on the 9th of March, using the Exchange vulnerabilities to 
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obtain initial access. This activity was detected first on the forums for ID-Ransomware, where 

victims can submit samples of ransom files and other IOCs. Analysis of the malware suggests that 

it was developed quickly and will encrypt more files than would typically be targeted in a more 

traditional ransomware attack, where to maximise damage but maintain speed of operation only 

specific file types are targeted.  

Ransom demands for this attack are currently small at about $15,000-18,000, significantly below 

those of other actors such as Maze and Conti. 

Microsoft has confirmed this activity and detects the threat as ‘Ransom:Win32/DoejoCrypt.A’. 

 

SCANNING & PIGGYBACKING 

Redscan has also seen evidence of mass scanning for webshells and has investigated reports of 

threat actors piggybacking on webshells used by other threat actors. This is similar to attacks seen 

on Citrix Netscaler devices last year, where many threat actors would target the same machine, 

sometime even removing other actors from the device to sure up their footing on a network. 

 

REDSCAN FINDINGS 

Redscan has detected mass automated exploitation of these vulnerabilities in the wild, with in 

many cases threat actors placing webshells to which they would plan to return to later.  

We have observed webshells uploaded to the following file paths: 

• ‘DISK:\inetpub\wwwroot\aspnet_client\’ 

• ‘DISK:\inetpub\wwwroot\aspnet_client\system_web\’ 

Microsoft has advised that it has observed attackers uploading files to the following paths as well: 

• ‘%PROGRAMFILES%\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth\’ 

• ‘DISK:\Exchange\FrontEnd\HttpProxy\owa\auth\’ 

Via Threat Hunting, Redscan has also found evidence of the same attackers performing 

reconnaissance for Exchange servers as far back as February 2021, which could indicate that there 

were several criminal groups in addition to state sponsored attackers who had knowledge of an 

Exchange vulnerability. 

 

Redscan Recommendations:  

• We recommend that all on-premises Microsoft Exchange Servers are patched immediately 

due to the exploits in the wild. Follow MSFT patching guide: 

https://techcommunity.microsoft.com/t5/exchange-team-blog/march-2021-exchange-

server-security-updates-for-older-cumulative/ba-p/2192020 

https://techcommunity.microsoft.com/t5/exchange-team-blog/march-2021-exchange-server-security-updates-for-older-cumulative/ba-p/2192020
https://techcommunity.microsoft.com/t5/exchange-team-blog/march-2021-exchange-server-security-updates-for-older-cumulative/ba-p/2192020
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• Consider placing the application behind a proxy to filter incoming connections and avoid 

scanning activity. 

• Microsoft recommends users to scan Exchange log files for signs of breaches. It has 

released a tool to scan an Exchange server for signs of compromise: 

https://github.com/microsoft/CSS-Exchange/tree/main/Security 

• Microsoft also have a one-time tool to scan and remove threats on a device: 

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/safety-

scanner-download  

• We recommend blocking the following active IPs: 

45[.]15[.]9[.]45 

182[.]18[.]152[.]105 

86[.]105[.]18[.]116 

165[.]232[.]154[.]116 

192[.]81[.]208[.]169 

91[.]192[.]103[.]43    

80[.]92[.]205[.]81 

5[.]254[.]43[.]18 

211[.]56[.]98[.]146 

203[.]160[.]69[.]66 

5[.]2[.]69[.]14 

185[.]250[.]151[.]72 

167[.]99[.]168[.]251 

149[.]28[.]14[.]163 

108[.]61[.]246[.]56 

104[.]250[.]191[.]110 

104[.]140[.]114[.]110 

103[.]77[.]192[.]219 

157[.]230[.]221[.]198 

 

• Please apply the following security updates for the specific versions of Exchange:  

o Exchange Server 2010 (for Service Pack 3 – this is a Defense in Depth update) 

o Exchange Server 2013 (CU 23) 

o Exchange Server 2016 (CU 19, CU 18) 

o Exchange Server 2019 (CU 8, CU 7) 

 

References: 

• ESET Article:  

https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-

groups/ 

https://github.com/microsoft/CSS-Exchange/tree/main/Security
https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/safety-scanner-download
https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/safety-scanner-download
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2010-service-pack-3-march-2-2021-kb5000978-894f27bf-281e-44f8-b9ba-dad705534459
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2019-2016-and-2013-march-2-2021-kb5000871-9800a6bb-0a21-4ee7-b9da-fa85b3e1d23b
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2019-2016-and-2013-march-2-2021-kb5000871-9800a6bb-0a21-4ee7-b9da-fa85b3e1d23b
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2019-2016-and-2013-march-2-2021-kb5000871-9800a6bb-0a21-4ee7-b9da-fa85b3e1d23b
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2019-2016-and-2013-march-2-2021-kb5000871-9800a6bb-0a21-4ee7-b9da-fa85b3e1d23b
https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-groups/
https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-groups/
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[THREAT ACTOR ACTIVITY] FIN8 Becomes Active Again with 

New Versions of the BadHatch Backdoor 

After 18 months of dormancy, the financially-motivated criminal group FIN8 is back on the threat 

landscape with new version of the BadHatch backdoor observed against organisations in the retail, 

technology, and chemical insurance industries around the world.  

BadHatch is a custom FIN8 malware that was also actively used in 2019 compromises. Similarly to 

other criminal groups, such as the late operators of Emotet, FIN8 seem to be using a period of 

inactivity as a way to perfect and ‘battle-test’ their tools before launching ‘living off the land’ 

attacks. 

The new BadHatch version demonstrates significant improvements in: 

• Persistence and obfuscation  

o Abuses sslip.io which is a legitimate and widely used service which prevents 

security and monitoring tools from blocking PowerShell scrips during delivery from 

the C2 

• Encryption  

o Using encyrption to conceal PowerShell commands while in transit 

• Information-gathering  

o Obtaining screenshots from victims’ environments as well as harvesting credit-card 

data and credentials 

• The ability to perform lateral movement 

• The ability to download additional payloads from specified locations 

The group has been active at least since 2016 and previously focused on using BadHatch to steal 

bank card details from point-of-sale (PoS) environments in retail and hospitality organisations. The 

image below demonstrates the difference between the three BadHatch versions observed in 2020 

and 2021.   
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Source: Bitdefender 

We believe that this significant investment in resources to improve BadHatch is almost certainly an 

indication of mass-scale operations from FIN8 in the short to the medium term.  

Redscan Recommendations:  

To minimise the impact of financial theft, we recommend that all clients processing payment data 

ensure that:   

• The point-of-sale (POS) network is separate from the ones used by employees or guests. 
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• Cybersecurity awareness training is introduced for employees to help them easily recognise 

phishing e-mails which are typically the intrusion vector. 

• The e-mail security solution software is tuned to automatically discard malicious or 

suspicious attachments. 

• Threat intelligence is integrated into existing SIEM tools or security controls for relevant 

Indicators of Compromise (IOCs). 

References: 

• BitDefender Article:  

https://labs.bitdefender.com/2021/03/fin8-group-is-back-in-business-with-improved-

badhatch-kit/  

• Threat Post Article:  

https://threatpost.com/fin8-resurfaces-backdoor-malware/164684/  

  

https://labs.bitdefender.com/2021/03/fin8-group-is-back-in-business-with-improved-badhatch-kit/
https://labs.bitdefender.com/2021/03/fin8-group-is-back-in-business-with-improved-badhatch-kit/
https://threatpost.com/fin8-resurfaces-backdoor-malware/164684/
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[VULNERABILITY] Critical Pre-Auth Remote Code Execution 

Vulnerability Found in F5 Big-IP Platform 

Critical CVEs: CVE-2021-22986; CVE-2021-22987; CVE-2021-22991; CVE-2021-22992 

CVSS score: 9.0 - 9.9 

Affected Products: BIG-IP (All modules; versions 11.6 or 12.x and newer); BIG-IQ (6.x or 7.x 

and newer); BIG-IP Advanced WAF/ASM 

Exploitation potential: Have not been exploited in the wild 

Action: Patch Immediately 

F5's BIG-IP is a family of products covering software and hardware designed around application 

availability, access control and security solutions.  

On March 10th, the application security company F5 announced twenty-one (21) CVEs, including 

four critical vulnerabilities, that impacted multiple products. Successful exploitation of these 

vulnerabilities could lead to a full compromise of vulnerable systems, including the possibility of 

remote code execution as well as trigger a buffer overflow, leading to a Denial of Service (DoS) 

attack. 

In June last year, F5 addressed a similar critical flaw (CVE-2020-5902) with multiple hacking 

groups exploiting the bug to target unpatched devices, prompting the U.S. Cybersecurity and 

Infrastructure Security Agency (CISA) to issue an alert cautioning of a "broad scanning activity for 

the presence of this vulnerability across federal departments and agencies." 

Redscan Recommendations:  

• Because of the severity of the critical vulnerabilities, all clients are recommended to install 

fixed software as soon as possible. Patches for the above-mentioned critical vulnerabilities 

are fixed in the following BIG-IP versions: 16.0.1.1, 15.1.2.1, 14.1.4, 13.1.3.6, 12.1.5.3, 

and 11.6.5.3. CVE-2021-22986 is also fixed in BIG-IQ 8.0.0, 7.1.0.3, and 7.0.0.2. 

• The currently available patches concern a total of seven related flaws (from CVE-2021-

22986 through CVE-2021-22992)  

References: 

• F5 Official Advisory:  

https://support.f5.com/csp/article/K02566623  

• The Hacker News Article:  

https://thehackernews.com/2021/03/critical-pre-auth-rce-flaw-found-in-f5.html   

https://support.f5.com/csp/article/K02566623
https://thehackernews.com/2021/03/critical-pre-auth-rce-flaw-found-in-f5.html
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[MALWARE] RedXOR Backdoor Targets Linux 

A new backdoor called RedXOR has been identified, which is targeting Linux Operating Systems, 

and can be linked to the Winnti threat actor group. The backdoor is called RedXOR because the 

network data encoding scheme is based on the XOR algorithm, its samples were found on an old 

release of Red Hat Enterprise Linux platform. This malware has multiple capabilities including data 

exfiltration and tunnelling network traffic to another destination.  

The initial infection vector for this malware has not been confirmed, however, some common 

methods on infecting the device observed are exploiting a low-level vulnerability or 

misconfiguration as well as using compromised credentials.  

Once the malware is injected on the device, RedXOR will create a hidden folder called 

*.po1kitd.thumb in the home folder, which is utilised to store files related to the malware. In turn 

this then creates a hidden file called “.po1kitd-2a4D53” within the same folder and persistence is 

initiated via an initialisation “init” script.  

Configuration of the malware is encrypted and stored within the binary itself and can be configured 

in several ways depending on the deployment with the ability for proxies to be setup. Within the 

configuration there are credentials allowing the password to authenticate to the C2 server.  

When the configuration for the malware is executed, the malware contacts the C2 server via a TCP 

socket and is able to execute a range of commands through the command line interface (CLI). The 

commands which can be executed include uploading, removing or opening files, executing shell 

commands, tunnelling network traffic and writing content to files. 

Researchers have observed key similarities between the RedXOR malware and malware 

associated with Winnit, the PWNLNX backdoor, the XOR.DDOS botnet and the Groundhog botnet. 

The Winnit threat actor group (aka APT41, Barium, Wicked Panda or Wicked Spider) are known for 

nation-state-backed cyber espionage activity including financial cybercrimes.  

The similarities between the RedXOR malware and Winnit malware include the use of open-source 

kernel root kits commonly used for hiding processes and the use of CheckLKM. LKMs are Loadable 

Kernel Modules used by the Linux kernel to expand its functionality. The advantage of LKMs is that 

they can be loaded dynamically. CheckLKM is an open-source rootkit tool that allows the end user 

once installed on the device to carry out giving root to unprivileged users, the ability to hide files 

and directories, hide processes, network encoding using XOR and much more.  

Researchers also mention the behaviour and capabilities of RedXOR code flow overall are very 

similar to PWNLNX. PWNLNX is an advanced multi-threaded, multi-client python reverse shell 

used for hacking Linux systems. Both tools have file uploading and downloading functionalities 

together with a running shell. The network-tunnelling functionality used in this type of malware 

is‘PortMap’.  
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Redscan’s Threat Intelligence team is tracking RedXOR activity under MISP event 13736  

References: 

• Bleeping Computer Blog Post:  

https://www.bleepingcomputer.com/news/security/chinese-state-hackers-target-linux-

systems-with-new-malware/  

• ThreatPost Article:  

https://threatpost.com/linux-systems-redxor-malware/164689/  

[PATCH TUESDAY] Microsoft Fixes 82 Vulnerabilities including 

Two Zero-Days 

On March 9th, Microsoft announced that it had fixed 82 vulnerabilities including two Zero-Days in 

its latest patch Tuesday. Amongst these, 10 were classified as ‘Critical’ and 72 as ‘Important’.  

Two zero-day vulnerabilities were patched, with one Proof of Concept (PoC) out publicly in the wild 

and being exploited. These are CVE-2021-26411 and CVE-2021-27077.  

In January, security researchers discovered a campaign against security researchers by Lazarus 

group (aka Hidden Cobra), a nation-state actor associated with North Korea, that used 

compromised Visual Studio projects and unknown Zero-Day exploits.  

One month later, South Korean cybersecurity firm ENKI reported that Lazarus had targeted 

security researchers on its team as well with MHTML files in a social engineering campaign. Whilst 

the compromise was unsuccessful, ENKI analysed the payloads downloaded by the MHT file and 

discovered it also contained an exploit for an Internet Explorer Zero-Day vulnerability. 

• CVE-2021-26411 is– an Internet Explorer Memory Corruption vulnerability that allows an 

attacker to deceive a user into visiting a uniquely crafted, malicious website hosted on 

Internet Explorer. Additionally, an attacker could compromise existing websites by posting 

malicious advertisements on webpages allowing user-hosted content. While the attacker 

would first have to use email or instant message to convince the user to engage with these 

advertisements and websites to compromise the victim, malicious actors from across 

potentially the entire Internet could take advantage of this exploit. As this vulnerability 

exists on the network stack and an attacker would not require any special escalated 

privileges to exploit the vulnerability. Once an attack proved successful, an attacker could 

potentially modify any accessed files and other user information, thus placing the user’s 

content integrity at significant risk. 

• CVE-2021-27077 – a Windows Win32k Elevation of Privilege vulnerability. This CVE 

describes a disclosed, but not yet exploited, vulnerability in Win32k that could allow for 

https://www.bleepingcomputer.com/news/security/chinese-state-hackers-target-linux-systems-with-new-malware/
https://www.bleepingcomputer.com/news/security/chinese-state-hackers-target-linux-systems-with-new-malware/
https://threatpost.com/linux-systems-redxor-malware/164689/
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privilege escalation. This is a local vulnerability, meaning that an attacker must already 

have access to the system in order to exploit the issue. 

Redscan Recommendations:  

• Install all Microsoft security updates on all devices to ensure patches are up to date. 

References:  

• BleepingComputer Article:  

https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2021-patch-

tuesday-fixes-82-flaws-2-zero-days/  

• Microsoft Security Update:  

https://msrc.microsoft.com/update-guide/vulnerability  

 

  

https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2021-patch-tuesday-fixes-82-flaws-2-zero-days/
https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2021-patch-tuesday-fixes-82-flaws-2-zero-days/
https://msrc.microsoft.com/update-guide/vulnerability
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3. Redscan Webinars 

[UPCOMING] Protecting Cloud Workloads 

As organisations migrate more workloads to the cloud, obtaining threat visibility across cloud 

infrastructure and services such as AWS, Microsoft 365 and Salesforce has become essential. 

Join this Redscan webinar, hosted by Michael Cowley (Head of Pre-Sales) and Matt Kirkby 

(Enterprise Account Director) to understand how to monitor and protect your cloud workloads. 

Midday, Thursday 25th March 

Register at:  

https://redscan.zoom.us/webinar/register/6016145990103/WN_ZJ5Ghq1JQLOGQ9wLbHPY7w  

[ON-DEMAND] Previous Webinars 

You can access our thought leadership webinars on the Redscan website, including: 

• Dissection of a Spear Phishing Attack 

• Using open-source threat intelligence to defend against cyber-attacks 

• SaaS security: key considerations when purchasing third-party applications for your 

business 

View these at https://www.redscan.com/resources/   

https://redscan.zoom.us/webinar/register/6016145990103/WN_ZJ5Ghq1JQLOGQ9wLbHPY7w
https://www.redscan.com/resources/
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