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CYBER SECURITY
WITHIN THE NHS

FOI analysis

To better understand the cyber security challenges facing the NHS,
we submitted a Freedom of Information (FOI) request to every trust in
the UK.*

Compared to the results of a previous investigation made by Redscan in
2018, the latest findings provide insight into NHS trusts’ preparedness to
tackle the latest threats.

NHS trusts reporting fewer data breaches and
employing more qualified security professionals

Fewer breaches reported by trusts
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Cyber security within the NHS

More qualified security professionals in the NHS

Disparities in training spend
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Cyber security within the NHS

Redscan is a trading name of Redscan Cyber Security Limited.
All rights reserved 2021. Company number 09786838.

0800 107 6098 info@redscan.com www.redscan.com

ABOUT REDSCAN

Redscan is an award-winning provider of managed security services, specialising in Managed Detection and
Response, Penetration Testing and Red Teaming. As of March 2021, Redscan is now part of Kroll.

Infrequent independent penetration testing

Learn more about the results of our investigation
www.redscan.com/news/nhs-cyber-security-foi-analysis/

In 2018, our FOI revealed a large disparity in cyber security skills and training spend across the NHS.
Fast-forward two years, and our latest report provides a valuable snapshot of how the situation has
changed. It suggests that while disparities in training spend and penetration testing still exist, trusts
are more likely to have qualified security professionals on staff and are also reporting fewer breaches
compared to 2019.

With more and more healthcare organisations being targeted by attackers, every NHS trust needs to
ensure it is prepared for the challenges ahead. To deliver an effective service, organisations must
continuously improve their defences to protect the patient data and infrastructure they rely on to
save lives.

WHAT WE SAY

*Notes: Responses from 64/225 NHS trusts were received between 8 October 2020 and 4 February 2021. The number of data breaches reported to the
ICO is data that covers only part of last calendar year (January 2020-October 2020), and is compared to the same period in 2019.


