
Getting ahead of the curve with ThreatDetect™ 

With prestigious corporate investors and global banking partners, TT International has to 

provide exceptional data and network security.  It reduced the risks to its business and aligned 

with the requirements of financial regulators by subscribing to Redscan’s ThreatDetect™ 

service.  

THE CHALLENGE 

To reduce business risk 

All businesses in the financial services industry need robust IT 

security, and TT International is no exception.  The organisation 

manages assets for a wide range of clients and is keenly aware 

of its responsibility to protect its client, financial, partner and business data.  

Critically, TT International also needs to ensure that there are no weaknesses in its own network that 

might be exploited by hackers as a means of infiltrating the networks of its many financial partners.  Ben 

Lloyd, Head of IT Infrastructure at TT International, says: “If hackers were to see us as an easy target, they 

might try to use us as a back door into the systems of our counterparties, and this would cause 

immeasurable damage to our reputation.” 

TT International had anti-virus software and firewalls, which provided an essential first line of defence.  

However, if hackers or malware were to penetrate these barriers, it had no means of monitoring its IT 

infrastructure to detect unauthorised activity on its network.  Lloyd says, “There were times when we 

noticed PCs acting oddly, even when our anti-virus software gave them the all-clear.”  The organisation 

therefore decided to implement proactive network monitoring to improve its IT security and reduce the 

risks to its business.   

The organisation was comfortable that it complied with the IT security standards set out by the Financial 

Conduct Authority (FCA) in the UK, and other similar financial regulatory bodies around the world, but it 

anticipated that these industry requirements would soon become more stringent.  “We wanted to get 

ahead of the curve and put the best possible IT security systems in place, even before we had to,” 

explains Lloyd.   

“Redscan’s ThreatDetect  is a cost effective 

service that gives us peace of mind that 

we are doing all we can to protect our 

clients, our business, our staff, our 

counterparties and other partners.” 

 Ben Lloyd,  Head of IT Infrastructure,     

TT International 
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THE SOLUTION 

A fully managed security service 

The small IT team at TT International was familiar with Intrusion Detection Systems (IDS), however, as 

Lloyd explains, such solutions “generate a huge amount of reporting data, which no one person can 

monitor.”  Lloyd estimated that he would need to employ “a dedicated team of at least 2-3 extra people to 

make an in-house IDS work,” which was cost prohibitive to the business.   

Then, Lloyd found out about ThreatDetect, a fully managed, subscription-based proactive network 

monitoring service from Redscan, specifically designed for small and medium-sized companies.  Qualified 

security experts from Redscan monitor IDS alerts 24/7 and provide a comprehensive system information 

and event management (SIEM) service.  After initially participating in the beta programme for 

ThreatDetect, TT International seized the opportunity to become one of the service’s first customers in the 

UK. 

THE BENEFITS 

Complete peace of mind 

 TT International is confident that its data is far more secure than it was before.  “We now feel that

we are doing our utmost as a business to protect our data,” says Lloyd. “Redscan’s ThreatDetect is a

cost effective service that gives us complete peace of mind that we are doing all we can to protect

our clients, our business, our staff, our counterparties and other partners.”

 As TT International’s network is being monitored 24/7, there is far less risk of it being used by

hackers as a gateway to the IT infrastructures of other organisations.  If a breach does occur, TT

International will be alerted promptly, which will enable it to block unauthorised activity and

minimise the impact on its partners.

 Redscan’s ThreatDetect service is considerably more affordable than other managed IT security

services, which Lloyd believes are often priced for large corporations.  “Cost is often a barrier to

managed services for businesses like us,” he says.  “Services like ThreatDetect for small and medium-

sized businesses are few and far between.”

 TT International’s clients are becoming more aware of Cyber Security risks.  “They now know to ask

questions and what questions to ask,” says Lloyd.  “Having ThreatDetect covers these questions

simply and clearly.”



 Thanks to the alerts provided by Redscan’s security experts, the IT team at TT International can

react more quickly to potential issues and optimise desktop performance for the organisation’s

100 London-based employees.  “Now we can detect threats within an hour or two, whereas before

we might never have known,” Lloyd admits.  “We can find and rectify problems before users notice

them and before any damage is inflicted on the business.”

 TT International is reassured by the fact that its IT security is now significantly more advanced than

necessary to ensure its compliance with financial industry regulations.  Indeed, when the Securities

and Futures Commission (SFC) in Hong Kong introduced new data security regulations a few

months ago, TT International found it was already compliant.   “We believe it’s only a matter of

time before the FCA introduces new minimum IT security requirements for the UK and, with

ThreatDetect, we should go beyond that,” Lloyd says.

 There was one unexpected consequence to the Redscan ThreatDetect service.  Lloyd says, “As an

IT team we are now busier, because Redscan highlights issues that we need to address, but that’s

certainly not a negative of the service.  Redscan is simply telling us what we need to know – and

probably wouldn’t know without a service like this.”

 Finally, Lloyd is keen to mention that he considers the Redscan service to be “low in risk”.  The

Internet connection to Redscan’s security operations centre sits out-of-band, so in the very

unlikely event of Redscan’s network failing, it wouldn’t cause any business disruption for TT

International.
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About Redscan Cyber Security Ltd 

Redscan is a UK-based provider of managed threat detection and response services 
that help businesses to defend against today’s evolving cyber-attacks. The choice of 
industry leaders, Redscan’s comprehensive range of managed threat detection, 
penetration testing, red team operation and cyber incident response services help 
organisations protect their critical assets and reputation by exposing wide-ranging 
security vulnerabilities and supporting rapid detection and response to threats. 
Redscan's team of experts hold the highest level of industry qualifications including 
Crest, CISSP, CEH, Security+, CISM, OSCE, CISA, OSCP, SFCP, CCNA, CCDA and ISSAP. 




